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ABSTRACT

There have been a number of legal & policy studies on the affecting factors of big data utilization, but empirical
research on the composition factors of personal information regulation or data combination, which acts as a constraint, has
been hardly done due to the lack of relevant statistics. Therefore, this study empirically explores the priority of personal
information regulation factors and data combination factors that influence big data utilization through Delphi Analysis. As a
result of Delphi analysis, personal information regulation factors include in order of the introduction of pseudonymous
information, evidence clarity of personal information de-identification, clarity of data combination regulation, clarity of
personal information definition, ease of personal information consent, integration of personal information supervisory authority,
consistency among personal information protection acts, adequacy punishment intensity in case of violation of law, and
proper penalty level when comparing EU GDPR. Next, data combination factors were examined in order of de-identification
of data combination, standardization of combined data, responsibility of data combination, type of data combination institute,
data combination experience, and technical value of data combination. These findings provide implications for which policy
tasks should be prioritized when designing personal information regulations and data combination policies to utilize big data.
Keywords: Personal information, Big data utilization, Regulation factors, Data combination, Delphi analysis
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felog yeha gith(AL 2017 S 9, o FNE o g o] A 89lS AR
2019). 2=z HHoly 4L Zxlsle 2910 WA AR A Lele R ‘sl HIAA
2 T AEA dFEE ANARR FASET (Uncertainty of behavior)'dl si=sls 8491&
APAEE e 42 v Yrisie Aol WAeR QEE HENSE A EHGgsE
A dukE A Ba NI A z"l Z, 9ol a7de] musirtEA] sto] oaAAe] A
555 Wdlole] o] it YA () 9 d SLE ulge] WA= Aok (E DelA
Aol A7ge] sheh(fsA, 2018 AL 2006' B ukel o], 2018w MR BB E Ale)zAle}
A4, 2018). & /N RS Aeje} WHerE 29 A7ate] AYAdTE Edlz AR Ao EHE
Farg, ARFALY AHFe FSe] ofHETE, A, ey Agke] 27 23, v slel=eel
e T FEE EALS RdS4E WA WA 24 v, MEAR 5 AR vey, 9F
A7 ErE PYapd -r]-riﬁ ARFFRY 25575 74 EAE B (Positive) IHTHA Sol x4l
dlole] A dSH A= Wdoly 8L AHx g9 B dgsle felo|th(&AL, 2017:
A ks Aol uhed 20160 A<, 2017).
Z]TZL”V] NAAE A2 Aelel side] of o o F4ek(Burden of obligatory
AAA] A= A9 glevt, AEE - o]} compliance) 7|5l sidshs 29w gy
(2012) A kR 7| &3] AbdbA - 3 3|94 Azl FRAT edn 943 )
719744 5 99 ARE A SAE A R3] AR R A F2], WSkl FAbE 9o ARk A
of FAZEE Ndsteldct. & A= Sdelst WE, QAR 71571—?«] 24, AR 5
A8 BFAAN oF Frrw 2 AHAEe £ A-o] 83 ATA B 279 Aol MAAR fF
A gEoleta Aesta gt o]’ A= A Al A AAFAAE 39, ST Au)~ o] &
Aals MAAR ool HEsle] MAstshd, A Al B3 g NI SeEt A ol stk
QA K TA| 4 (Personal information - Augk 2015; oA, 2019: 743k 2019).
regulation intensity)2 7NQARel B3 P9]<] B A= AR AR 2919 7EFe R §
BEAA o Feitd e R SRkA At e EFAA R RrEetE S AAsta F 7
2o FgA FFelgta & 4 olrh. r]elA] o 715 dsle TALelS MR EE Azl
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AdEsleg B dFoli= e A of (£ 13 o] 16709 FH8AE EZ33ich

Table 1. Candidate Factors of Personal Information regulation factors
Varia Component factors of Personal Information Regulatory Level Source
bles Factors Attributes
The current Personal Information Protection Commissi
Dispersion of Persona on p.res1de overyﬁpohcy Dehberathn,.Mlmstyy of the int Kim. I. (201
Y .| erior and Security takes on public institutions, the Ko
1 Information Supervi | S L o . 7)., Cho, S. (2
sorv Authorit rea Communications Commission supervises online, an 017)
v v d the Financial Services Commission supervises financ
ial agency
Personal information consists of personally identifiable
information (identified information) and information t .
. . o . . Kim, J. (201
Ambiguity of Persona | hat can be personally identifiable and easily combined 7). Korean Ch

I0IARYQ( JO AJUIRIIOOUN)

I Information Definiti
on

with other information (identifiable information), so th
at the concept of 'Identifiable Information” is uncertai
n and relies on Judicial precedent and Administrative
interpretation

amber of Com
merce. (2018)

Non-introduction of P
seudonymous Informa
tion etc.

There is no provision for the concept of Pseudonymous Infor | Park, N. (2016),
mation, Anonymously Processed Information, and De-identifi | Korean Chamber
cation Information that uses personal information safely wit | of Commerce. (2
hout consent of the information subject. 018)
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Varia Component factors of Personal Information Regulatory Level Source
bles Factors Attributes
Similar obligations such as collection & use of persona
1 information, offering to third parties, destruction and Kim. S. (201

I01ARBYQ( JO AJUIRIISOUN)

Lack of Consistency
among Personal Infor
mation Acts

consignment of Personal Information are overlapped and
distributed among Personal Information Protection, resul
ting in confusion(Personal Information Protection Act, In
formation and Communication Network Act and Credit I
nformation Act).

5), Korean Ch
amber of Com
merce. (2018)

Ambiguity of Data Co _There ig no consensus on Data Set Combipatio_n provis Ko, H. et al

mbination Regulation ion, which makes the basis for data combination betw (2017), Cho,
een institutions controversial S. (2017)
Requirements for De-identification information are defi | Kim, J. (201

Ambiguity of De-ident
ification requirements

ned in the Administrative Guidelines without legal ba
sis, causing the problem of legal effects such as Re-id
entification of combined data.

7), Korea Inte
rnet Security
Agency (2016)

Negative legislation o
f "Permission Principl
e, No exception’

Currently, Positive Legislation that prohibits matters
that are not regulated in Act, such as new data collec
tion and combined services, is not friendly to fostering
new IT industries.

Lee, S. (201
9),Korean Ch
amber of Com
merce. (2018)

Q0oURI[AWO)) AI01BSI[qO) [B89T] JO usping

Difficulty of Personal
Information Consent

Strict informed consent of information subjects is requ
ired except for urgent cases such as collection and use
of personal information, offering to third parties, provi
sion of public affairs, urgent life and physical benefit
s, and purpose of statistics and academic research.

Kwon, Y. (201
5), Cho, S. (2
017)

Difference of Consent Re

quirement, between collec

tion & use of Personal I

nformation and Offering
to third Party

When providing personal information to third party, r
equirements are stricter than collection & use of perso
nal information by providing consent of information su
bject to contracts, or in case of the legitimate interest
of the information processor.

Kim, K. (201
7). Personal In
formation Pro
tection Commi
ssion. (2018)

Lack of Self-Regulati
on in private associat
ion

Similar to Japan, a self-regulatory system has not bee
n introduced in which sectoral private associations aut
onomously inspect and penalize member companies.

Shin, Y. (201
8)

Non-Introduction of

Data Portability and

Profiling Prohibition

of Personal Informati
on

Unlikely EU GDPR, Data Portability, the right to mov
e personal data to other provider to enforces data subj
ect’s rights, and Prohibition of Profiling, preventing a
utomated collection of personal information, were not i
ntroduced in Act.

Kim, B. (201
8), Lee, E. (2
017)

Strict Report Notifica

tion System in case o

f Personal Informatio
n Leakage

If personal information is leaked, there are heavy bur
den that the information subject is to be notified, and
if more than 1,000 people are leaked, Leaking party is
required to report to administrative office even no da
mages.

Lee, S. (2017)

Non-Introduction of
Data Protection Offic
er(DPO)

The current Personal Information Protection Officer is
able to co-operate with other tasks, so permanent staf
f(DPO) is not appointed

Lee, S. (2017)

Irrational Personal Info
rmation Entrustment R
egulation

When a company entrusts the cloud service, the burde
n on the company is high because it requires the cons
ent of the information subject.

Korean Chamber
of Commerce. (20
18)

Excessive Criminal P
unishment in case of
violation of law

In case of violation, heavy criminal penalties such as i
mprisonment, fines are imposed instead of administrat
ive penalties.

Kim, Y.(2019)

Lower penalty compa
red to EU GDPR

EU GDPR imposes a penalty of 4% or 20 million euros
(approximately 26 billion won) of sales for serious violat
ions, while Korea's Personal Information Protection Act
is relatively low due to a fine of up to 500 million won.

Personal Infor

mation Protec

tion Commissi
on. (2018)
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Table 2. Data combination approach

Technological approach | Managerial approach
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e Innovation necessity
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* Top management
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Technique

e Standardization of
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e Technological value
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Cost support of data
e Data combination combination
Experience ® Receptivity of data
combination

e Competitor pressure
of data combination
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Table 3. Comparison of data combination by Country
U.S. EU Japan Korea
e Define 'Information | Anonymously
e De-identification processed that an Processed Information” | e Data utilization after
Legal inf G q individual can not be |that an individual can |Pseudonymization of
system rlzlgfzr:r?ceoaiﬁmdo;tea @ lidentified” as not be personal information
amend subject (NIST. 2015) Anonymous restored(Personal without consent by
ment ) ' Information(GDPR, Information Protection |data subject
of 2016) Act, 2015)
Data - -
combin| 4 qIPPA Expert N Selficheck on o Dgta combln.atlon
ation S intentional Data permit by Public .
Determination, . s N e Regulation by
Re-identification, institutions through . .
e Safe Harbor(remove o X . Presidential decree
18 Identifier) e k-Anonymity is Trusted Third
optional Party(List Broker)
e Public open
restriction of e [rrecoverable of
Respon e Introduction of Data |De-identification personal data, o Keep separately
Sibi?it Re-identification information, Information leakage "Additional
of Y Possibility Measure e [nformation Accessor |Prevention, Information’,
Data Test, identity check, e Announcement when | Prohibited obligation
Combi ® Re-identification minimum verification |providing to a third of Re-identification of
nation Prohibition contract to |on Re-identification, party, Pseudonymous
Data Provider etc. e Data destruction in | ® Prohibition of information, etc.
case of re-identification
Re-identification
* Data combination by S.]izgacll Cigmé)[ljn?gojgn * Competition with IT
corporate autonomy reps onse to U.S gbi Tech
Policy | * Big data R&D(2016) T ?ech - D8 » National Data » Combination support
Al R&D strategy(2018) : . Combination Policy to Finance data
to * Data Portabilit
create | Open data(233,000 right of GDPR v * Al comprehensive + Open data(25,000
an |data set/year) % K. ADRN(Trusted |Stratesy plan(2019) data set/year)
enviro | ® Smart Closure(Blue third Combinin + Mydata, Al/Data
nment |Putton, Green button) model) & Plan
friendl
y for e Data combination by
data |eFree Data Public or Private L
combin N . L institutions under ® Special institutions
combination in Private | ® Application of . ] .
ation . N . supervision of Personal |designated by
sector(Data Broker) k-anonymity etc . .
Information Protection |Government
Commission (Name
book sale company)
deleldgE s8sta ola, =ZFe| delE|AHN = dlolele] &8-S $8 ARFAY T flol= s
2sE BEs(List broker)7h Hole Age] A AnE AR 5 Bl AreAR, oyt
AR 58 wska gloh(abEAl, 20180 g=relEdl AH FxOF, ARFAANA] § sk ERXoFE §
AEL, 2016). shaha sic. ZbgARste] Aol e Anst of
A2 20159 MNAAHRRIHE HAsl] B A3 NAAHe| sigsiAnt, AWl B sHelA
SRR ARl Aehe A B wel Aok e wa e Wl o
sho] JRAA B R 5 95]9 FH5 Slel kAl o] &5 ole] 7FAHAF A=E Hdsta olrt.
Belala oleh AfgARel W oRlEdns
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Table 4. Candidate Factors of Data Combination
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Component Factors of Data Combination

Variab
- Source
les Factors Attributes
Technical proficiency that eliminates the
De-identification of |identification of personal information before Woo, S. (2018)
Data Combination |heterogeneous data combining between data and Yang, H. (2015)
the Risk of Re-identification of combined data
When combining data, the degree to which data
. L Yoon, S. & Oh, J.
Standardization of [types, formats, definitions, and components are (2018). Kang J
Techn Combined Data processed into standardized data to be easily ’ g
ologic combined. (2017)
al -~ - -~
Appro| Technology Value of When combm}ng data, Fhe benefits of combining Chan. et. al. (2013),
. . technology minus technical costs such as Oliveira et al.
ach Data Combination

non-identifying measures and data processing. (2014)

Acceptance Cost of

Data Combination .
combining fees.

The cost of combining data with other data,
including de-identification, data processing, and

Lian et al. (2014)
Lee, S. (2016)

Data Combination
Experience

Whether a Institution has previously performed
data combination or not.

Lee, S. (2016)

Type of Data

Organizational type performing Data Combination

Innovation Necessity
of Data Combination

Man Combination Institute |activity such as de-identification and adequacy Lee, E. et al.
a. ag (Data Combination |assessment when combining data (free type, (2017)
erial . . .
Governance) intermediary type, designated type)
Appro
ach . ., |When data combining, The degree to which market

development, product development, survey and
research are actively utilized

Kim, J. & Song,
T. (2014)
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Top management
Support of Data
Combination

The degree to which top management, executive
team of the organization support the organization,
personnel, budget, administrative management.

Chan et al.
(2013)
Lee, S. (2016)

Receptivity of Data
Combination

The degree to which the supplier and the consumer
of data combination are accommodated by easily
acquiring the information subject’s favor and data
quality management when combining data

Yoon, S. & Oh, J.
(2018)

Oliveira et al.

Data Combination

guidelines, Privacy Acts, and big data promotion
laws that support data combination.

Manag| Competitor Pressure |The pressure and intensity due to multiple
. . . . . (2014), Lee, S.
erial | of Data Combination |competitors in the market to try to combine data (2016)
Appro Institutional factors such as De-identification
ach Legal amendment of

Woo, S. (2018)

Responsibility of

Strength of punishment for safety management in
case of violation of Data Combination such as

for data combination

when combining Personal Data

. . encryption of combined data, designation of Kim, Y. (2019)
Data Combination . . .
security officer of combined data, and approval of
export of combined data
Policy to create an |Government legislation, promotion policy, pilot
environment friendly [projects to promote the acceptance of big data Lian et al. (2014)
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Candidate factors
derivation of Personal
Information Regulation

factors(16 factors) & Data
Combination factors(13
factors)

Prior research
& Literature
review

l

1st selection of

First Delphi Regulation &

survtey(ii)ssay I Combination factors
yp (19 factors)
the.rature Evidence Check on
review & .
Expert — Regulation and
pel Combination factors
Interview

Second Delphi
survey(Likert
5-point scale)

Preliminary survey on
Priority of Regulation and
Combination factors

l

Third Delphi Confirmation on Priority
survey(Likert of Regulation and

5-point scale) Combination factors

{ |

Prioritization of Regulation factors of
Personal Information and Data Combination
factors

Fig. 1. Research procedure
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Table 5. Delphi survey's respondent

Group Members

Professor(Information Security,
Public administration,

Expert Group | Computer science etc.) Korea
(10 persons) | Internet Security Agency,
National Information Society
Agency

Personal Information
Protection Commission,
Ministry of the Interior and
Safety, Korea Communications
Commission, Financial Services
Commission etc.

Government
Official Group
(12 persons)

Private Corporate executive, Law Firm
enterprise Kim & Chang, Lee & Ko,
Group Asan medical center, SK

(9 persons) telecom etc.
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Table 6. Analysis result of 1st delphi survey

Personal Information Regulation Factors(11)

Data Combination Factors(8)

Component Factors

Detail contents

Component Factor
S

Detail contents

Integration of Perso
nal Information Supe
rvisory Authority

Jurisdiction of Supervisory Authori
ty, Task Convenience, Division of
Supervisory Authority

De-identification
of Data
Combination

Re-identification Risk,

pe of Non-identification,
Degree of Use contributio

n

Sco

Clarity of Personal I
nformation Definition

Personal Information or not, Scope
Clarity of Personal Information. D
efinition specification of Pseudony
mous Information & Anonymous [
nformation etc.

Technical Value
of Data
combination

De-identification techniqu
e, Privacy Model, Technol

ogy development

Introduction of Pseu
donymous Informatio
n etc.

Compatibility with Data Collecting
Purpose,

Expression of Utilization Purpose
such as Archiving in the public int
erest, Statistical purose etc.

Data combination
Experience

Combination or not, Comb
ination intention, Introduc
tion of Combination syste

m

Consistency among P
ersonal Information
Acts

Jurisdiction of Act, Overlap of leg
al obligation, Overlap of punishme
nt

Type of Data
Combination
institute

Free type, Intermediary t

ype, Designated type

Clarity of Data comb
ination Regulation

De-identification regulation or not,
Data Combination Procedure & Eff
ect

Standardization of
Combined data

Consistency of Data type,

Definition, Component

Evidence Clarity of P
ersonal Information
De-identification

De-identification regulation, Priva
¢y Model, De-identification techniq
ue

Responsibility of
Data combination

Encryption of Combining
Data, Safety measures, P

unishment intensity

Negative legislation
of Permission princip
le

Legislation elasticity, Legislation
method

Legal Amendment
of data
combination

De-identification Guidelin

e, Degree of Statute

Ease of Personal Info
rmation Consent

Severity of Prior Consent, Consent
Safety, Consent Convenience

Policy to create
an environment

Accordance of Conse
nt Requirements bet
ween Personal Infor
mation Collection &
Use and Offering

Collection & Use condition, Offeri
ng condition to Third Party

Proper punishment I
ntensity in case of vi
olation of law

Administrative punishment intensi
ty, Criminal punishment intensity,
Civil Responsibility

Proper Penalty Level
when comparing EU
GDPR

Imposition requirement of Penalty,
Penalty Scale

friendly for data
combination

Guideline, Promotion polic

y, Pilot project.
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Table 7. Analysis result of 2nd and 3rd Delphi survey

. Quartile .
Varia Regulatory Level Rou Standard . B p-valu | Prior
bles Clompament, Fasions nd Mean Deviation Median QAlve1ragc,£)e3 CVR |t-value o ity

Introduction of 2 1410 615 4.001 4.00] 4.00
Iﬁgg;;ggng;oe%i_ 39 | 439 58] 4.00] 400 500 09 "L 14201

Evidence Clarity of 2" | 413 .819 4.00] 4.00] 5.00

Personal Information g Ty 30 900 5.0 4.00] 5.00

Clarity of Data 2| 4.07]  .907] 4.00] 4.00] 5.00
Combination Regulation | 39 | 4.26]  .815] 4.00] 4.00] 5.00
Clarity of Personal | 2" | 4.03]  .999] 4.00] 4.00] 5.00
Perso | information Definition | 39 | 413]  .718]  4.00] 4.00] 5.00
nal Ease of Personal 20| 4.00]  1.05] 4.00] 3.75] 5.00
Infor | Information Consent | 3 | 4.06]  .854] 4.00] 4.00] 5.00

matio| Integration of Personal | 2" | 3.80 1997 4.00f 3.00] 4.25

n Informagﬁ)&i?ﬁyer‘”sory 34| 403 .875| 4.00] 4.00] 5.00

Regul ¢ i tency among 2 4.03 615]  4.00] 4.00] 4.00
ation Personal Information

0.741) -.724] 475 2

0.806] -.796] .433] 3

0.612] -.432] .669| 4

0.677) -.232) .818] 5

0.612] -.783] .440| 6

0.612 421 67T T

Facto|  Drotection Aets 39| 3.97  706] 4.00] 4.00| 4.00
rs Accordance of Consent ond | 3,87 1900 4.001 3.00] 4.25
(11) |  Requirements between 0.354|  .000| 1.000| 8

Personal Information 3| 3.87 922 4.00{ 3.00| 5.00
Collection & Use and Offering.

Adequacy Punishment | 2™ | 3.90 1995 4.00] 3.00] 5.00

Intensity In case of g |3 g7l 991] .00/ 3.00 5.00

Proper Penalt.y Level ord 14,07 740 4.001 4.001 5.00
when comparing EU- g | 3870 1.02]  4.00] 3.00] 5.00

Negative legislation of | 2" | 4.10 .995 4.00] 4.00] 5.00
Permission Principle 34| 3.84 .898 4.00] 3.00] 5.00

0.354| -.141] .889| 8

0.419 668 .509| 8

0.290| 1.188 .245| -

De-identification of Data| 2™ | 4.07 640/  4.00] 4.00] 4.25

0.548 3601 509 1

Combination 3| 4.03 912]  4.00] 4.00] 5.00
Standardization of 2| 413 .900 4.00| 4.00] 5.00
Combined Data 391 4.03 1.11|  4.00/ 3.00] 5.00 0.419 538 595 1
Responsibility of Data ond 4.07 .868 4.001 4.00] 5.00
Data Combination 34| 3,97 912|  4.00/ 3.00] 5.00 0.483 258|798 3
Comb Type of Data 2nd | 4.07 691]  4.00] 4.00] 5.00

inatio| Combination Institute | 37| 3.87 885 4.00] 4.00 400 004 924 363 4

n nd
Data Combination 2 4.00 830]  4.00] 3.00] 5.00
Facto Experience 37 [ 3.84]  1.03] 4.00] 3.00] 5.00 34 634 %315
Irs nd
Technological Value of 2 3.87 bhT71 4.00] 3.75] 4.00
(8) Data combination | 39 | 3.77]  .805| 4.00] 3.00] 400 °C419 328 745 6

Legal Amendment of | 2" | 4.13 .819 4.00] 4.00] 5.00
data combination 34| 3.74 .965 4.00] 3.00] 4.00

Policy to create an ond 1400 743 4.001 4.000 4.25

environment friendly for |50 15 7)1 g9l 4.00] 3.00 5.00

0.225] 1.578] .125] -

0.225] 1.246| .223] -
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